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Abstract—With the push towards HTTP/3, most modern
browsers have started supporting it. HTTP/3 uses QUIC, which
runs on top of UDP. However, a few Internet middleboxes tend
to block or rate-limit UDP traffic; therefore, the browsers ensure
compatibility by enabling connection racing via simultaneously
initiating a TCP connection with the QUIC one. Each time
the QUIC protocol suffers, connection racing is activated, and
whichever protocol wins the race is further used for the appli-
cation. In this paper, we study how browsers implement this
connection racing mechanism and analyze its impact on applica-
tions that require a long-lived Internet connection, such as video
streaming. We perform a large-scale measurement study across
different browsers (Chrome/Chromium and Firefox), which helps
to analyze why and how the repeated connection racing between
protocols affects adaptive streaming QoE over 6013 YouTube
sessions covering 5474 hours of streaming. Interestingly, we
observe that YouTube QoE over an HTTP/3 supported browser
suffers many times, and repeated connection racing is one of
the major reasons that hinder the performance. We modified
the Chromium browser source code to disable the connection
racing altogether and observed that it improves the QoE for
YouTube streaming over this modified browser. We then design
and implement a solution that dynamically decides when to
enable connection racing. We observe that it improves the QoE
compared to the original browser. The analysis presented in
this paper highlights the requirement of revisiting how browsers
handle and switch between protocols through connection racing
to ensure compatibility with middleboxes.

Index Terms—HTTP/3, QUIC, Connection Racing, QoE, Video
Streaming, Browsers

I. INTRODUCTION

In recent years, several Internet giants like Google, Face-
book, Akamai, Cloudflare, Apple, etc., have migrated their ser-
vices over HTTP/3. However, the browser adoption of HTTP/3
faced an exciting challenge. HTTP/3 works over QUIC, which
works on top of UDP. Few legacy middleboxes still tend
to block or rate-limits UDP connections, particularly for the
apparent reason of network security [1], [2], [3]. Several
HTTP/3-supported browsers, like Google Chrome, Mozilla
Firefox, etc., take a strategy to enable backward compatibility
for the middleboxes blocking or rate-limiting UDP by taking
support of connection racing between the legacy TCP protocol
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and a new QUIC protocol. If a protocol suffers or fails, the
browser uses connection racing, and whichever connection
wins the race is used to serve the requests. Notably, backward
compatibility is designed for the scenario in which the browser
suffers due to the presence of middleboxes.

In this paper, we observe that the repeated switching of
the protocol at the browser level due to connection racing is
not rare. It occurs quite frequently for specific scenarios, like
under low network bandwidth at the low and middle-economy
countries [4], [5], or when the bandwidth fluctuates, say, under
mobility (Section III). Such repeated protocol switching by the
browsers has multiple consequences;

• The underlying transport protocol becomes unstable.
While this might not hurt the performance of services,
like web browsing, it can affect long-lived Internet con-
nections, like video streaming.

• Although QUIC provides zero or one-RTT connection
establishment, this advantage might not be visible if the
underlying UDP datagram gets lost. It is highly possible
to have a connection failure due to poor network band-
width. Although a QUIC client uses 0/1-RTT connection
establishment with the remote host, the packets (Client
Hello, Server Hello, etc.) are over the unreliable UDP
datagrams and use one additional level of redirection
(application → transport → network) compared to TCP
connection establishment (transport → network). Con-
sequently, the datagrams may fail to get delivered over
a lossy network, whereas the TCP segments reach suc-
cessfully. Therefore, even in the absence of a middlebox
blocking UDP datagrams, protocol switching happens
from QUIC to TCP.

To analyze this impact methodically, we consider YouTube,
one of the most popular online video streaming applications
whose servers also support QUIC. We explore its performance
over HTTP/3-supported browsers for three different parame-
ters – the average playback bitrate, the temporal variation in
the playback bitrate, and the average rebuffering or stall time.
Notably, existing studies [6] have shown that these parameters
significantly affect the video quality of experience (QoE).

We have streamed YouTube videos over Google
Chrome/Chromium and Mozilla Firefox for 5474 streaming
hours under three different network setups in the wild over
the Internet, emulating the publicly available real dataset and
different bandwidth patterns with controlled experiments. To

https://orcid.org/https://orcid.org/0000-0003-2623-5177
https://orcid.org/https://orcid.org/0000-0003-3531-968X
https://orcid.org/https://orcid.org/0000-0002-4240-4746


IEEE TRANSACTIONS ON NETWORK AND SERVICE MANAGEMENT, VOL. XX, NO. YY, MONTH YYYY 2

the best of our knowledge, this is the first work that performs
a large-scale study of media streaming performance over
modern browsers that support HTTP/3 using a commercial
end-point like YouTube. Interestingly, we observe that UDP
rate-limiting middleboxes and congested networks show
similar signatures, such as a high Round Trip Time (RTT)
and a high rate of packet losses. As a result, the browsers’
implementation of handling the transport protocols hinders
getting the benefits of QUIC. Further, as the network quality
fluctuates, the browser may initiate repeated switching
between TCP and QUIC connections, thus affecting the
performance of YouTube streaming.

Consequently, we argue that there is a need to revisit how
browsers handle transport protocols underneath, irrespective
of whether a middlebox blocks/rate-limits the UDP (hence,
QUIC) or the network suffers from congestion. On the same
lines, we present a dynamic solution designed by comparing
the RTT experienced by both the TCP and the QUIC connec-
tions. The critical intuition in creating the solution is that even
though a UDP rate-limiting middlebox and a poor network
show a similar signature to browsers regarding RTT and
stream errors, TCP remains unaffected by UDP rate-limiting
middleboxes. Hence, the connection racing mechanism uses
this as input to decide when to enable such racing. We
implement this by modifying the Chromium source code and
observe that it improves the QoE for more than 70% cases. In
summary, our contributions to this paper are as follows.
(1) Designing a novel testbed to study YouTube perfor-
mance over HTTP/3 supported browsers: Such testbed
setup allows us to compare and evaluate the impact of browser
configurations on adaptive bitrate streaming, where the perfor-
mance also depends on the underlying network conditions.
(2) Quantifying the impact of protocol stability on YouTube
streaming performance: We analyzed how the use of an
HTTP/3-enabled browser impacts the performance of YouTube
compared to the legacy HTTP/2 browsers. The analysis is
done over 6013 video sessions combining more than 5474
streaming hours (228 days) over two popular browsers, in-
cludes (i) emulation over different bandwidth patterns, (ii) in
the wild collected data, and (iii) over real network traces. We
observe that enabling HTTP/3 inside the browser does not help
improve the QoE continually; instead, YouTube suffers over
the HTTP/3 browser when network quality fluctuates or the
bandwidth is low.
(3) Evaluating application performance by proposing dy-
namic connection racing in the browser: We explore the
code flow of the Chromium (the open-source implementation
of Google Chrome) and Firefox browsers’ implementation of
the connection racing mechanism. We validate our observation
that streaming applications suffer in a poor network due to the
browser’s implementation of connection racing. We made nec-
essary modifications in the Chromium browser to forcibly stop
the connection racing if a protocol suffers due to a middlebox
or poor network. We observe that the Modified Browser (when
the data is transmitted over a pure QUIC stream) outperforms
the Original Browser (with the connection racing option) for
more than 60% cases. Next, we implement a dynamic solution
for deciding when to enable connection racing. We made

this implementation and data open-sourced1. We evaluate our
solution in poor networks and the face of UDP rate-limiting
firewalls. We observe that it correctly enables connection
racing in the case of a firewall and disables in the case of
a poor network. Our solution improves the QoE compared to
the original browser.

The rest of the paper is organized as follows. §II provides
a broad overview of the existing literature. We then start by
understanding how frequently switching between protocols is
observed in reality by performing an in-the-wild study over
four developing countries (§III). §IV explores how connection
racing is implemented in Chromium and Mozilla Firefox
browsers. §V presents our testbed setup. §VI demonstrates
how connection racing affects streaming media QoE. §VII
computes the correlation between connection racing and ap-
plication QoE. §VIII deep dives into the root cause of poor
performance of an application. Then, to establish the hypoth-
esis, we modify the Chromium browser to disable connection
racing altogether and analyze YouTube performance over this
modified browser that transmits data purely over QUIC (§IX).
Finally, we propose a dynamic solution for connection racing
(§X). §XI concludes the paper by highlighting the limitations
and future scopes in this direction.

II. RELATED WORK

This section gives a broad overview of the prior work from
two different perspectives as follows.

A. Video Streaming over QUIC

In the seminal paper from Google on QUIC, Langley et
al. [7] discussed the development and design of the QUIC
protocol. They observed that QUIC reduces the re-buffering
rates on YouTube by 18% on desktop and 15% on mobile.
They also stated that QUIC benefits the users even when the
network RTT is high. Engelbart et al. [8] have shown that
QUIC congestion control needs to be tuned to support QoE
for multimedia traffic. In the same line, a few other works [9],
[10], [11], [12] in the literature have also adopted the QUIC
protocol to support better streaming performance. Recently,
Seufert et al. [13] compared the performance of TCP and
QUIC over 900 YouTube video streaming sessions in terms
of initial playback delay, video quality, and stalling. They
performed a statistical analysis and did not observe significant
QoE improvement over QUIC. However, the authors did not
conduct any root cause analysis for this behavior. Interestingly,
the authors picked only 500 out of 900 videos, only the
streams that contained either TCP or QUIC. We believe that
some of the QUIC streams were possibly discarded due to
connection racing, as they had a significant amount of TCP
packets. Shreedhar et al. [14] measured the QoE of YouTube
videos using a headless Chrome browser. They found that
QUIC experiences lesser stall than TCP/TLS when run over a
network with 10% packet losses. Further, they observed that
QUIC undergoes higher-quality switches than TCP in a lossy

1https://github.com/sapna2504/Chromium-Modification-V2 (Access:
February 26, 2024)
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network. Kakhki et al. [15] conducted an in-depth analysis
of QUIC and compared the performance of QUIC with the
legacy protocol TCP. They observed that QUIC experiences
fewer stalls, i.e., QUIC outperforms TCP only at higher video
resolution. However, no significant improvement in QoE was
observed at low-medium resolution compared to TCP. A few
other works like [16], [17] proposed an improvement of QoE
of video streaming by extending the QUIC protocol. Palmer
et al. [17] suggested supporting unreliable streams in QUIC.
They proposed an extended version of QUIC called ClipStream
that offers reliability only on selected frames, i.e., I-Frames.
They developed a prototype and observed that the modified
QUIC provides better QoE than the original QUIC. Zheng et
al. [16] design a multipath scheduling algorithm named XLINK
for video services by using QUIC. They extracted the video
QoE and utilized it for multipath scheduling and management.
They performed a large-scale study over short e-commerce
videos and found XLINK helpful for video applications.
XLINK can reduce the start-up delay and re-buffering rate
of shorter videos. Such solutions are complementary to our
study. Table I shows the comparison of prior work on video
streaming over QUIC.

B. Middleboxes and its impact on application QoE

Langley et al. [7] discussed fallback behavior of QUIC.
They highlighted how the 1-bit change in the public field of
QUIC resulted in some middleboxes allowing a few initial
packets of QUIC but subsequently blocking it. The authors
realized the pain points of sustainability of a protocol across
various middleboxes through “deployment impossibility cycle”.
Hao Li et al. [3] highlight that updating the middleboxes
for supporting emerging transport protocols is still tricky.
For example, when QUIC or UDP is blocked, it impacts the
QoE of users. They propose a Python-based domain-specific
language called Rubik for programming the network stack of a
middlebox. Although the prior work has looked at the impact
of middleboxes on applications, none of the papers considered
whether applications can get impacted unnecessarily even
without a middlebox.

III. MOTIVATION: FREQUENCY OF CONNECTION
SWITCHING IN THE WILD DURING QUIC-TCP RACING

We start by performing a pilot measurement “in-the-wild”
in low and middle-income countries to analyze how frequent
connection switching happens and whether we should care
about it while designing a streaming media application. For
this measurement, we recruited 10 volunteers from 8 different
cities over four countries – India, Kenya, Pakistan, and Saudi
Arabia. We asked the volunteers to watch any video of their
choice using the YouTube application (with QUIC-enabled)
on their phones while walking or traveling. We instructed
the volunteers to use their mobile data for such streaming in
two different modes. First, in the incognito mode inside the
YouTube app, ensure the video is not played from the cache.
Second, without incognito mode. We asked them to collect a
packet trace while streaming the videos for around 10 − 15
min using a packet capture application named PcapDroid.

Figure 1: Percentage of TCP bytes (RQvs.Tv) due to con-
nection Racing over different cities where C1: Delhi, C2:
Bangalore, C3: Kanpur, C4: Howrah and C5: Aligarh are of
India, C6: Nairobi of Kenya, C7: Riyadh of Saudi Arabia and
C8: Lahore of Pakistan. Percentage of TCP bytes (RQvs.Tv)
: Low (0− 30%), medium (30− 60%), and high (60− 100%)

To ensure packets of no other mobile applications are captured
except YouTube, we use YouTube as the target app option of
the PcapDroid. We collected a total of 56 such packet traces
to analyze whether the presence of TCP bytes is common
across various locations when QUIC is already enabled inside
the YouTube app.

We quantify connection racing (RQvs.Tv i.e., Racing be-
tween QUIC and TCP) for a Q ENB streaming session (v) as a
ratio between bytes transferred only over TCP (Tv) to the total
bytes transferred over both QUIC (Qv) and TCP (Tv). Notably,
we consider the bytes only for packets that contain application
data and ignore control packets. RQvs.Tv = Tv

(Tv+Qv)
.

Fig. 1 shows the percentage of TCP bytes due to connection
racing in different cities across the four countries. All the
logs from different cities are collected while traveling from
home to the workplace or vice versa. In the network logs,
we found successful QUIC connection establishments. Hence,
we assume that no middleboxes were blocking UDP. As a
result, such presence of TCP bytes refers to the impact of
connection racing. Therefore, we conclude that unnecessary
connection racing is standard in scenarios where the network
bandwidth is poor, or there is a variation in the bandwidth as is
typically experienced during mobility. The volunteers reported
poor application performance in terms of poor video quality
and rebuffering while watching YouTube videos. Besides poor
network impacting ABR (Adaptive Bitrate) decisions, we won-
dered whether unnecessary connection racing affects users’
QoE (Quality of Experience). We next explore this in further
detail by understanding the implementation of connection
racing in Chromium and Mozilla Firefox.

IV. EXPLORING BROWSER’S IMPLEMENTATION

In this section, we discuss the implementation of connection
racing in two popular browsers.
Chromium Implementation [18]: Fig. 2 shows the connec-
tion racing inside the Chromium browser. The browser first
checks in the cache whether the YouTube server supports
QUIC as an alternate service. If not, then the browser creates
a job, namely main job, for initiating a TCP connection
to enquire about QUIC support by the server. Such support
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Table I: Existing work on video streaming over QUIC either use shorter videos or does not vary the bandwidth. Many of them
did not explore the browser connection racing implementation and further root cause analysis.

Root
Cause
Analysis

Network Bandwidth Network RTT Browsers
Explored
QUIC
Implementation

Video
Duration Application

Langley et al. [7] ✓ - ✓ Chrome/Chromium ✓ - Video Streaming
and Web Browsing

Seufert et al. [13] × 1 Mbps × Chrome × 180 sec YouTube Video
Streaming

Shreedhar et al. [14] ✓ 20 - 100 Mbps ✓ Chrome × 180 sec Video Streaming
and Web Browsing

Kakhki et al. [15] ✓ 5 - 100Mbps ✓ Chrome ✓ 60 sec
Web Browsing
and limited Video
Streaming

Palmer et al. [17] × 20 Mbps × Chrome × 296 sec Video Streaming
Zheng et al. [16] ✓ 20- 30 Mbps ✓ - - 120 sec Video Streaming

Our Work ✓ 64Kbps - 1Mbps ✓
Chrome/Chromium
and Firefox ✓ 2700 sec - 4500 sec Video Streaming

Start
Server info

about QUIC support 
present in

 cache

First HTTP request
send over TCP conn

using MAIN Job

QUIC
support in
ALT-SVC
header?

Add info about
server support

QUIC  

YesNo

Yes

Main job destroyed 
and application data

send over |quic_conn|

QUIC wins
RACING b/w
|quic_conn|

(alternate job)
and |tcp_conn|

(main job)

TCP wins

QUIC marked as broken
for exponential backoff

time and application data
send over |tcp_conn|

Alternate job
destroyed and

wait for |tcp_conn| to
succeed

QUIC experience
failure before TCP

wins

Error
occurs Existing |quic_conn|

expires and the application
data send over |tcp_conn|

Scenario 1

Scenario 2 Scenario 3

Figure 2: Connection Racing Implementation in Chromium

about alternative services is advertised by alt-svc header.
If supported, the browser first adds this information about the
YouTube server inside the cache. The browser then creates
a new QUIC connection via another job, namely the al-
ternate job, and blocks the main job to prioritize the
QUIC connection. Then, within 3 seconds (based upon the
RTT value), it reinitiates a TCP connection by resuming the
main job (uses pre-existing connection if present) [7], [19]
and races the TCP connection with the QUIC connection.
Scenario 1: If the alternate job can successfully establish
a QUIC connection, then the main job is destroyed. The
application data is sent over QUIC by associating a data
stream with the QUIC connection. Otherwise, Scenario 2:
QUIC is marked as broken for a duration determined by an
exponential backoff, and the application data is then sent over
TCP. Further, Scenario 3: if QUIC experiences failure before
TCP wins the race, the browser destroys the alternate job
and waits for the TCP connection to succeed. Note that even if
a job is destroyed, the connection remains existent. Moreover,
suppose the browser experiences a stream error [20] such
as QUIC_STREAM_CONNECT_ERROR or QUIC_STREAM_-
REQUEST_INCOMPLETE while associating the data stream
with the alternate job. In that case, it waits for the TCP
connection to succeed and then binds the application data with
the main job. Further, if, for any reason, the browser (idle
application, poor bandwidth, etc.) does not communicate with
the server for an idle timeout duration (default 29 seconds),

then the existing QUIC connection expires. The next time the
browser wants to communicate with the server, it must create
a new QUIC connection and repeat all the above steps.
Firefox Implementation [21]: In Firefox, a browser gets
to know about QUIC support either via alt-svc header
or HTTPSSVC DNS record. If the YouTube server sup-
ports QUIC, it tries to establish a QUIC connection. If the
HTTP/3 transaction is not completed within 100 ms duration
(due to handshake failure/connection timeout/longer RTT),
the browser creates or reuses an existing backup connection
(TCP). Once the backup connection is ready, the browser
immediately shifts the transaction to that connection. Note that
the backup connection may or may not be with the same server
supporting QUIC. In case of failure or connection timeout
before QUIC handshake, the browser adds the server domain
to a HTTP/3 excluded list that it maintains. Hence, this server
will not establish the QUIC connection unless the browser
window is closed and the list gets reset.

V. MEASUREMENT METHODOLOGY

To answer whether unnecessary connection racing impacts
the QoE of users, we follow the following measurement
methodology. Instead of collecting the data directly over
an Android YouTube app, we resorted to a browser-based
emulation platform for the following reasons. (i) The ABR
streaming parameters can be accessed from the HTTP headers
of the YouTube video requests [22]. However, the YouTube
Android app does not provide a logging extension and comes
up with its security certificates. Therefore, tools like MITM
proxy do not work to intercept YouTube traffic in between.
(ii) Android browsers, like mobile Chrome, do not provide
a logging extension to log HTTP headers. (iii) Most MITM
proxy applications do not support QUIC extension yet [23].

A. Experimental Setup

Fig. 3 shows the overall testbed setup. The YouTube ap-
plication running over a desktop browser enables us to log
the streaming events from the browser’s logging APIs. Hence,
the broad idea is to stream YouTube videos over a desktop
browser. While streaming the videos, we emulate the network
behavior through a benchmark traffic shaper mahimahi. We
emulate the following two network behaviors: (1) controlled:
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Figure 3: Testbed setup for YouTube performance analysis
over Google Chrome and Mozilla Firefox

emulate various bandwidth patterns, (2) semi-controlled: em-
ulate various real traces collected under mobility in WiFi
and cellular networks. Note that mahimahi network shaper
emulates a network behavior using a trace file. We next
discuss different components of this setup. We conduct the
experiments using 46 videos selected from YouTube, each
with a duration of 45 mins to 1 hour 15 mins. The videos
are of different genres, such as News, Entertainment shows,
Education, Talk shows, Comedy, Stanford online lectures,
British TV series, etc. The maximum quality available for these
videos is 720p, and the minimum is 144p. We played videos
across different geographical locations: Delhi, Bangalore, New
York, Germany, and Singapore. One of the testbeds is set up
inside our campus premises, and the rest are set up using
Digital Ocean machines, each having x86 64 architecture with
the processor running at 2494.136 MHz frequency, 4 GB RAM
and with Ubuntu 18.04 OS.
Browser Setup: YouTube app uses Cronet [24], a
chromium networking stack made available to Android apps
as a library. Google Chrome also uses the same library;
hence, we use it to stream YouTube videos on the desktop
platform. In addition, we stream over Firefox as well. We
have used an I-Frame SRC URL [25] for embedding a
YouTube player inside the browsers by creating an element
of I-Frame and then appending the video ID at the end
of it. We set the auto-play parameter inside this I-Frame
to play the video automatically in Chrome/Chromium.
In Mozilla Firefox, we set the preference for autoplay:
media.autoplay.default to 0 to allow audio and
video autoplay (disabled by default). To ensure that video
is not played from the cache, we created a new temporary
user to open a new browser window after clearing the cache
(such as opening a new window in incognito mode for
private browsing). Therefore, a browser window opens and
starts running a particular video directly from YouTube.
Both browsers support the QUIC protocol stack. In the
Chrome/Chromium browser setup, we enable QUIC by
setting the flag --enable-quic. For Firefox, we enable
QUIC by setting the network.http.http3.enable
to true. (ii) network.http.http3.enable_0rtt,
(iii) network.http.http3.pri-ority, (iv)
network.http.http3.support_version1, and
(v) network.http.http3.enabled. During this setup,
we ensured that the QUIC packet sizes were smaller than the
path MTU. Additionally, we used an ad-block extension to

remove advertisements during the video playback.
Network Setup: We use Mahimahi, a network emulation tool
Link Shell (mm-link) to emulate specific network behavior
[26]. It uses a user-defined packet delivery trace file to emulate
a network. We create two types of network setups: (1) semi-
controlled setup where we replay a total of 161 packet traces.
Out of which 56 traces are from our volunteers, and for
the rest, we use traces available on public sources [27].
This dataset is collected while streaming video over YouTube
through WiFi on a laptop. The collected dataset contains both
when the user was stationary and mobile. From this, we
used 105 mobility traces. We converted the pcap traces to
Mahimahi-supported trace files [6]. (2) controlled setup: where
we emulate various bandwidth patterns. We start with a static
bandwidth pattern to understand the minimum and maximum
bandwidth at which the minimum and maximum video quality
can be attained. At < 128 Kbps, the lowest video quality of
144p was observed throughout the video; at > 1500 Kbps,
the quality level of 720p was observed. Each pattern initiates
a loop from an initial bandwidth, jumps to the next bandwidth
level, and maintains it for a duration, which goes up to the
final bandwidth as mentioned in Table II. Then, the patterns
repeat with the final bandwidth as the initial bandwidth, the
initial bandwidth as the final bandwidth, and a negative value
of the jump. Finally, from the individual bandwidth pattern, we
generate emulated traces as follows, Say, at time Ti, a packet
has been transmitted; then the transmission time for the next
packet Ti+1 is computed from the bandwidth and the packet
size (which equals path MTU). For example, if the bandwidth
is 640000 bps, then Ti+1 = Ti + ((1500 ∗ 8)/640000). To
ensure that the end-to-end Internet bandwidth follows this
emulated bandwidth pattern and the backbone bandwidth does
not impact the YouTube performance, we performed a quick
check using parallel streaming without applying any traffic
shaping, as shown in Fig. 3. Such a setup always attains the
maximum quality level even when run on a different machine.
Further, we observe that more than 80% of the total data
was transferred from the CDN with IP address 180.149.59.12
for both QUIC enabled and QUIC disabled browser setup.
This IP belongs to NKN (National Knowledge Network) of
Delhi, which maintains a local cache of Google. This way, we
ensured no other parameter except the network played a role
in the performance measurement.

Table II: Bandwidth Patterns used for Network Emulation

Emulated
Bandwidth Patterns

Initial Final Jump Jump
Dur.
(sec)

Dynamic High (DH) 1152Kbps 896Kbps -256 240
Dynamic Low (DL) 640Kbps 128Kbps -256 240
Dynamic Very Low
(DVL)

64Kbps 256Kbps +64 60

Semi-controlled
(Real)

“in-the-wild” data and mobility traces [27]

Log Collection Setup: We collected logs at two layers: the
application layer and the network layer. For the application
layer, we downloaded all the video-related information from
the requests made by YouTube clients and the responses
received. Since the connections were encrypted, we created



IEEE TRANSACTIONS ON NETWORK AND SERVICE MANAGEMENT, VOL. XX, NO. YY, MONTH YYYY 6

46 
Videos

        Multiple runs of same video

 DVL

DH

DL

S162

S163

S2007

..
S1897

S1898
.

S162:Q_ENB
S162:Q_DIS

S163:Q_ENB
S163:Q_DIS

S1897:Q_ENB
 S1897:Q_DIS

S2007:Q_ENB
  S2007:Q_DIS

..

1 Video S1-S161 S1-S161:Q_ENB Semi-controlled

Controlled

Real

Delhi
Bangalore

Singapore

Germany

New York

Delhi

(a) (b)

Figure 4: (a) Dataset Organization across 5 locations, 2 browsers, and 4 bandwidth patterns, (b) Stall Computation

our application log extension. Inside it, we have used the
console.log API for the logs. We defined four events
– BEFORE_REQUEST (YouTube client prepares an HTTP
Request), SEND_HEADERS (YouTube client sends HTTP
Request which contains various DASH parameters), RE-
SPONSE_STARTED (YouTube client starts receiving the re-
sponse) and COMPLETE (YouTube client completes receiving
the response, including the video segment data). These events
log all the HTTP Request messages sent from the browser to
the server. For this event log, we observe two different requests
– a videoplayback request (request URL is like https:
//r6---sn-o3o-qxal.googlevideo.com/videoplayback)and a qoe
request, (Request URL is like https://www.youtube.com/api/
stats/qoe?...) where both are HTTP POST Requests. The
videoplayback request contains the details of the re-
quested video segment, such as the request timestamp of the
requested segment, total bytes in the segment, byte range
of the segment data to be downloaded, itag value (tells the
requested video and audio quality), rbuf (receiver buffer) in
second, rbuf in bytes, clen (the maximum possible length of
the downloaded segment), dur (duration of the downloaded
segment), the download speed, and the protocol used (QUIC).
Once the YouTube server receives this request, it sends the
corresponding HTTP Response and the segment data.

On the contrary, the YouTube client periodically sends the
qoe request to the server on triggering of the event stream-
ingstat triggered after a predefined number of frames are
rendered over the client. This POST request embeds the
statistics about the video streaming, i.e., what amount of data
has been rendered or played over the YouTube client. The qoe
request embeds the following information: request timestamp,
itag of the segment played (tells the requested video quality),
health of buffer that tells at real-time t for how much duration
the video has been buffered, and cmt that tells at real-time t for
how much duration the video has been played. We combine
two statistics itag and cmt, to determine when and at what
quality a frame has been downloaded and when the frame
has been played. In Mozilla Firefox, to run our extension, we
have used the command-line tool web-ext with -verbose
flag to print the logs in the terminal along with the follow-

ing preferences: devtools.console.stdout.chrome
and devtools.console.stdout.content set to true,
which prints all the logs on the terminal.

It can be noted that YouTube itag value encodes the bitrate
in terms of quality labels, such as 144p, 240p, 360p, 480p,
720p, etc. However, YouTube stores a mapping among itag,
quality labels, and the corresponding bitrate in terms of a
video-info file, which can be obtained through YouTube
developers API. Indeed, for our analysis, we select the videos
that contain such mapping in their video-info file. Interest-
ingly, this covers both the constant bitrate (CBR) and variable
bitrate (VBR) encoded videos, as the quality label to bitrate
mapping can directly be inferred from a given itag value. In
addition to the application logs, we collected packet traces to
get the network-level exchanges, such as the total number of
TCP and QUIC bytes.
Dataset Organization: Fig. 4(a) represents our dataset.
We streamed a single video multiple times over a QUIC-
enabled (Q ENB) Chrome/Chromium browser setup for a
semi-controlled setup. We obtain a dataset of 161 YouTube
streaming sessions, named as S1, S2,....., and S161. For a
controlled setup, we run 46 videos of different genres over
Chrome/Chromium and Firefox multiple times under each
bandwidth pattern. Finally, we obtain datasets of total 1846
steaming session pairs that we name as S162, S163, ...., S2007
once over QUIC-enabled (Q ENB) browser and then over
QUIC-disabled (Q DIS) browser (see Table III).

Table III: Dataset; #sessions: 3853, #duration: 3943 hours

Type Hours Type Hours
Q DIS 1877 Q ENB 2066
DH 278 DL 1712
DVL 1650 Firefox 142
Semi-controlled 161 Delhi 3922
Bangalore 490 Singapore 253
Germany 459 New York 218

B. QoE Metrics used for Evaluation
We characterize the QoE via three performance counters:

average bitrate of a video (Bitrate), average bitrate variation

https://r6---sn-o3o-qxal.googlevideo.com/videoplayback
https://r6---sn-o3o-qxal.googlevideo.com/videoplayback
https://www.youtube.com/api/stats/qoe?...
https://www.youtube.com/api/stats/qoe?...
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(V BRate), and average re-buffering or stalling (Stall) that
the user experiences during a video playback. We compute
these metrics using the streaming-stat information. These
metrics are captured multiple times during a YouTube video
session. Note that the HTTP response contains the information
corresponding to a requested segment. To compute bitrate, we
extract the itag value inside the streaming stat and then map it
to the video information file. We compute the bitrate variation
by finding the difference between the previous and current
bitrate. To compute stall, we use the cmt parameter of the
streaming stat. We subtract the playback timestamp from the
real timestamp (Fig. 4(b)), which gives the cumulative stall at
any time. We then subtract the stall computed for the previous
instance of the streaming stat from the current instance to
obtain the temporal distribution of the stall.

VI. APPLICATION PERFORMANCE VERSUS CONNECTION
RACING: HOW THIS AFFECTS STREAMING QOE

In this section, we study the impact of connection racing
on application QoE. First, we investigate the relation between
RQvs.Tv and streaming performance. Then, we study the
impact of each configuration in our setup.

A. Application QoE vs Connection Racing
To study the temporal pattern of the video’s QoE with

RQvs.Tv i.e., percentage of TCP bytes due to connection
racing, we need to bring the application and network logs
within a common time frame. The streaming stats provides
information in an asynchronous manner. Therefore, we define
two derived metrics from the application logs: quality drop (B)
duration and stall (S) duration. We compute all these metrics
for a sample window size of 30 (seconds) throughout the video
session. To compute the quality drop (B) duration, we first en-
code different video quality levels using a mapping as follows:
144p → 1, 240p → 2, 360p → 3, 480p → 4, and 720p → 5.
The quality drop duration B = (e(qprevt ) − e(qt)) × tdur(q))
where e(qprevt ) refers to the previous quality level, e(qt) refers
to the current quality level obtained from the streaming stats,
and tdur(q) is the duration for which the quality remained
dropped in a 30-sec window. The stall duration S is computed
as the summation of all the stalls experienced in that time
window of 30-sec.
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Figure 5: Scatter plot of Quality drop (B) duration and Stall
duration (S) (seconds) at different protocol switching extent
due to connection racing (low (< 30%), medium (30− 60%)
and high (> 60%)) in (a) semi-controlled (b) controlled setup

We categorize the percentage of TCP bytes due to con-
nection racing into three levels – low (0 − 30%), medium

(30−60%), and high (60−100%). Fig. 5(a), (b) show a scat-
terplot of quality drop (B) duration and stall (S) duration for
three different protocol switching levels in a semi-controlled
and controlled setup respectively. Under both semi-controlled
and controlled setups, we observe that as the presence of TCP
bytes increases from low to high, the quality drop and stalling
duration also increase. Specifically, for the semi-controlled
setup, we observe that the median quality drop duration
increases from 11s to 25s, and stall duration increases from 1s
to 8s from low to high protocol switching. Similarly, median
quality drop duration for controlled setup increases from 6s
to 13s, and stall duration increases from 0.3s to 1.3s from
low to high protocol switching. If the videos were streamed
at the lowest quality (as it is done in DVL), the stalling
instances are observed more. Otherwise, both quality drop and
stalling are experienced when the network is poor(DL)/varying
(Real). Such an impact on video QoE in terms of stalling and
quality drop can be an effect of connection racing. In case
of a poor network, the videos are streamed over the lowest
possible quality in both Q ENB and Q DIS browser setup but
it might be possible that connection racing adds extra stalls
in the case of Q ENB browser. Fig. 5 shows that medium
to high connection racing events are related either to stalling
or quality drop, which made us wonder whether connection
racing (apart from the poor/variable network condition) af-
fected the application in terms of its QoE or if it was because
of some specific configuration settings in our setup. Hence,
we conduct thorough controlled experiments to analyze the
impending factors behind quality drops and stalls observed
with medium to high connection switching occurrences.

B. How Connection Racing Affects Streaming QoE

Now, to isolate the impact of poor network, we compare
the YouTube performance from two different browser se-
tups, QUIC-enabled (Q ENB) and QUIC-disabled (Q DIS)
browsers for Chrome/Chromium and Mozilla Firefox. We
compute the three metrics using the streaming-stat information
discussed in §. V. We compute the average by taking all the
samples from the beginning to the current instance of the
streaming stat. Consequently, we obtain a moving average of
these three metrics, resulting the instantaneous moving average
value for each QoE metric for each video streaming session.
Note that an averaging approach of computing a single value
for these three metrics for the entire session is not a good
approach as it fails to capture instantaneous changes. For
statistical analysis, we perform hypothesis testing over all the
1846 streaming session pairs (S162 − S2007) to find out in
what percentage of sessions YouTube over Q ENB browsers
perform (a) better than, (b) statistically similar, and (c) worse
than the Q DIS browsers. We consider case (b) as the null
hypothesis and then perform a two-tail test [28] to check which
stream performs better when the alternative hypothesis is true.
Streaming Quality vs Browser Setup: For Chrome/
Chromium, the null hypothesis was accepted for 15%, 30%,
and 16% cases in case of average bitrate, average bitrate
variation and average stall respectively. For Firefox, the null
hypothesis was accepted for 23%, 52%, and 28% cases.
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Figure 6: Hypothesis test result for various QoE metrics

For the cases where the null hypothesis was rejected, we
performed the two-tail test. Fig. 6(a) and (b) show CDF of
p-values observed over the two-tail test for the cases when
YouTube over Q ENB browser did not perform better than the
Q DIS one for Chrome/Chromium and Firefox respectively.
We observe that YouTube over Q ENB browsers suffers for
about 32% (for Chrome) & 41% (for Firefox) cases in terms
of average playback bitrate and 50% (for Chrome) & 9% (for
Firefox) for average bitrate variation, compared to the disabled
one. Further, Q ENB ones experience higher stall compared to
the Q DIS ones for 40% (for Chrome) and 52% (for Firefox)
of the instances. This raises the question of why YouTube’s
performance over Q ENB browsers suffers.
Impact of Bandwidth Patterns: We perform hypothesis
tests across data collected over different bandwidths for each
QoE performance metric. Fig.7 (a), (b), and (c) show the
result for the dynamic-high (DH), dynamic-low (DL), and
dynamic-very-low (DVL) bandwidth patterns. For DH, the
null hypothesis was accepted for 45%, 12%, and 84% cases,
for DL, 22%, 24%, and 12% cases and for DVL, 3%, 41%,
and 8% cases for average bitrate, average bitrate variation and
average stall respectively. Further, for the cases where the null
hypothesis was rejected for DH, we observe that YouTube
over Q ENB browsers performs poorer than Q DIS ones in
terms of average bitrate, average bitrate variation, and stall
for 19%, 17%, and 11% cases, respectively, combined over
both the browsers. For DL, the corresponding percentages are
41%, 32%, and 53%, respectively. For DVL, the corresponding
percentages are 50%, 29%, and 48%, respectively. In DVL,
most videos were played at the minimum quality, i.e., at 144p;
hence, the instances of quality drops are lesser.
Impact of Geographical Locations: To answer this, we
test the hypothesis on data collected in 5 different locations,
namely Delhi, Bangalore, New York, Germany, and Singapore.
We observe that the null hypothesis was accepted for 15%,
12%, 20%, 19% and 13% respectively for average bitrate, for
26%, 31%, 27%, 34% and 40% respectively for average bitrate
variation and for 10%, 18%, 27%, 16% and 20% respectively
for average stall. For the cases null hypothesis was rejected,
we performed a two-tail test. Fig. 8 (a) shows the CDF plot
of hypothesis-testing result for average bitrate for the cases
where YouTube over the Q ENB browser did not perform
well. We observe for Delhi, Bangalore, New York, Germany,
and Singapore, the Q ENB browser performs worse than the
disabled one in about 49%, 36%, 37%, 37% and 46% cases,
respectively. In terms of average bitrate variation (shown in
Fig. 8 (b)), the similar percentages are 26%, 28%, 30%, 32%

and 24% cases, respectively. In terms of stall (shown in Fig. 8
(c)) the percentages are 49%, 43%, 43%, 46% and 43% cases,
respectively. Hence, our observations remain consistent across
various locations as well.

We also analyzed whether our observations remain consis-
tent across video genre and the entire data collection duration
over the 14 months from September 2021 to December 2022.
We find that our observations of YouTube’s performance suffer
more over Q ENB browsers than Q DIS browsers remain
consistent across these two verticals as well.

Takeaway 1: We observed that higher the connection switch-
ing occurrences between QUIC and TCP during the racing,
the poorer the application QoE. Hence, we compared the
application QoE obtained over a QUIC-enabled browser with
that of a QUIC-disabled browser. We observe that application
QoE suffers more for the former than the latter Further, these
findings are statistically consistent across browsers, bandwidth
patterns, locations, time, and video genres.

VII. CORRELATION BETWEEN APPLICATION QOE AND
CONNECTION RACING INSTANCES

From section VI we found that connection racing and QoE
parameters such as average bitrate, average bitrate variation
and average stall are correlated. To quantify this correlation
analytically through mathematical foundations, we perform
statistical correlation analysis on the QoE parameters and the
captured connection switching occurrences from the Q ENB
browser streaming sessions. From the hypothesis testing, as re-
ported in §. VI (Fig. 6), we consider the cases where YouTube
over Q DIS browser performs better than the Q ENB video
playback session and analyze whether connection racing was
one of the primary causes behind the poor performance of
YouTube over Q DIS. Modeling correlation is particularly
challenging in this case because we have to work with three
different time axes – the real-time (t) (the time of the global
clock when a video frame is rendered), the playback time
(τ(ft)) (the relative time of a particular video frame with
respect to the video start time) and the download time (σ(ft))
(the time when a video frame has been downloaded).

Let t be the global clock time. Let ft be the video frame
that has been rendered over the YouTube client at time t. We
assume that τ(ft) be the playback time for the frame ft i.e.,
the time when frame ft is rendered/played and σ(ft) be the
download time for the frame ft i.e., i.e., the time required to
download frame ft. It can be noted that τ(ft) ≥ t as the frame
ft can be rendered either at its original playback time τ(ft)
(if there is no rebuffering or video stall) or after that (if there
is a stall before rendering the frame). Also, σ(ft) < t, as ft
needs to be downloaded before it is rendered. Further, there
would be a rebuffering if σ(ft) > τ(ft), i.e. the video frame
ft is downloaded after its original playback time.

Let Bv(t) and Sv(t) denote the perceived bitrate and video
rebuffering at time t during a video playback session v. Here t
is the real time (in ms) of the system. Let e(q) be the encoded
quality level at which the video is being played; for a video
quality level q, we encode it using the mapping q → e(q) as
discussed in §. VI-A (144p → 1, 240p → 2, 360p → 3, 480p
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Figure 7: Hypothesis test results for different bandwidth patterns: (a) DH, (b) DL, (c) DVL
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Figure 8: Hypothesis test results for different geographical locations

→ 4, and 720p → 5). Let qt be the quality level at which
the video frame ft is being played, qprevt be the quality level
at which the video was being played just before it switched
to the quality level qt (so, there is a quality switch qprevt →
qt), and tdur(qt) be the duration of playback after it switched
to qt from qprevt . Then, we model Bv(t) as the time series,
Bv(t) = (e(qprevt ) − e(qt)) × tdur(qt). Similarly, we model
Sv(t) = t− τ(ft), following Fig. 4(b) (in §. V).

Following this, we compute the cross-correlation between
the two time-series data RQvs.Tv(t) and Bv(t) to study the
correlation between connection racing and QoE drop events.

(RQvs.Tv ∗ Bv)(µb) =

∞∫
−∞

RQvs.Tv(t)Bv(t+ µb)dt (1)

where RQvs.Tv(t) is the complex conjugate of RQvs.Tv(t)
and µb is the corresponding lag. We compute the µb for which
we obtain the maximum cross-correlation (µmax

b ). Similarly,
we compute the cross-correlation between RQvs.Tv(t) and
Sv(t) as follows.

(RQvs.Tv ∗ Sv)(µs) =

∞∫
−∞

RQvs.Tv(t)Sv(t+ µs)dt (2)

where µs is the corresponding lag. Similar to the above, we
compute the µs for which we obtain the maximum cross-
correlation (µmax

s ). We next plot the CCDF distributions of
correlation and the lag values in Fig. 9.

Fig. 9(a) shows the correlation between connection racing
(RQvs.Tv(t)) and quality drop (Bv(t)) as well as stalling
(Sv(t)). Similarly, Fig. 9(b) shows the lag values µmax

b and
µmax
s . We observe that about 50% of videos positively corre-

late with a 0.55 or higher correlation coefficient for both cases.
Further, we observe from Fig. 9(b) that for both Bv(t) and
Sv(t), the lag values across different streaming sessions are

(a) (b)

Figure 9: (a) Cross-correlation between RQ vs.T and B &
RQ vs. T and S (b) Lag value for quality drop and stalling

distributed within 250sec. Hence, we conclude that connection
racing and quality drop events are correlated and there is a
lag or time difference between connection racing events and
quality drop events. We next investigate why connection racing
affects video streaming QoE.

VIII. DELVING INTO THE DEPTH: WHY CONNECTION
RACING AFFECTS STREAMING QOE

In this section, we perform a root cause analysis to under-
stand why connection racing happens even without a middle-
box blocking or rate-limiting UDP.

A. Temporal Analysis of Connection Racing Events and Cor-
responding YouTube QoE

Here we cherry-pick a few instances from our collected
data, as discussed earlier, and perform a temporal analysis to
observe the impact on YouTube QoE when connection racing
occurs. Fig. 10(a) shows the bytes transferred over both TCP
and QUIC across all the server IPs from which a Q ENB
browser received the streaming data (multiple YouTube back-
end servers can process client requests). Fig. 10(b) shows one
sample server from which the client received the maximum
data. Note that the presence of TCP packets in the initial part
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Figure 10: Connection Racing observed over Chrome Browser
in terms of bytes transferred over individual protocols, for a
YouTube streaming over Q ENB browser, (a) Across all IPs
from where the client received streaming data, (b) For a single
IP on which 89% of total bytes were transferred.

is inevitable. However, if QUIC wins the race, the presence
of TCP packets will likely be small. Interestingly, the figure
shows a significant presence of TCP, indicating frequent con-
nection switching events between QUIC to TCP and then TCP
to QUIC. It also shows the protocol instability or fluctuations
where the session starts with TCP, moves to QUIC, then
switches to TCP again, and then moves to QUIC. Fig. 10(b)
shows that the first two HTTP requests were transmitted over
TCP, QUIC wins the race, and all the subsequent requests are
transmitted over QUIC. Later at 2200 sec, some error occurs
in the stream, either in the existing stream or while creating a
new stream. Hence, the browser waits for the QUIC connection
to succeed and sends data over TCP.
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Figure 11: Temporal performance for Scenario S1: YouTube
performs better over a Q DIS browser

Further, we analyze the instantaneous change in bitrate,
variation in bitrate, and stall with respect to the extent of
connection racing. We plot the perceived bitrate, variation in
bitrate, and the stall values over time for the cherry-picked two
pairs of sample video streaming sessions over two different
cases – (S1) YouTube performs better over a Q DIS browser,
and (S2) YouTube performs better over a Q ENB browser.
For S1, as shown in Fig. 11(a), the normalized bitrate for
the YouTube streaming over a Q DIS browser is better (with
p < 0.05) than that over the Q ENB one under similar traffic
shaping. Similarly, for normalized bitrate variation (Fig. 11(b))
and stalling (Fig. 11(c)), YouTube performs better over the
Q DIS browser. In the second case (S2), we observe that
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Figure 12: Temporal performance for Scenario S2: YouTube
performs better over a Q ENB browser

YouTube performs better over the Q ENB browser (with
p < 0.05) for all the three QoE parameters – average bitrate
(Fig. 12(a)), bitrate variation (Fig. 12(b)) and stall duration
(Fig. 12(c)). To explore the reason behind this, we plot
the temporal distributions of the QUIC and TCP bytes over
the Q ENB browser for the above two scenarios. Notably,
Q DIS browsers carry the TCP bytes only. Interestingly, we
observe that TCP traffic is less in S2 (Fig. 12(d)) than in
S1 (Fig. 11(d)), indicating less amount of protocol switch-
ing occurrences for S2 compared to S1. We also observe
fewer fluctuations in the QoE performance counters in S2
compared to S1 over the Q ENB browser. This temporal
analysis indicates that excessive connection switching between
QUIC and TCP during their racing, particularly due to poor
network bandwidth, introduce network instability, affecting
the streaming QoE. Next, we investigate the relation between
network and connection racing events.

B. Temporal Analysis of Connection Racing Events and Net-
work Parameters

Figure 13: Chromium: Temporal analysis for Application
events and network RTT: QUIC application layer(AL) er-
rors, and RTT with bytes transferred from a single IP:
172.217.138.105 over TCP and QUIC over a QUIC-enabled
session

The network parameters such as RTT and throughput are
utilized to characterize the network from the browser. We
found that the browser monitors RTT in two ways: (1) by using
NQE (Network Quality Estimator) service within Chromium
that provides network quality estimation [29], [30] and, (2)
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by monitoring RTT values used by the congestion control
algorithm. Since throughput computations are done over a time
window, throughput values can provide stale estimates in case
of varying network bandwidth (we are emulating the same).
Hence, we use RTT. We try to correlate application errors
with network parameters. We log all the QUIC-related errors
while streaming a video over the Q ENB browser under a
poor bandwidth pattern (DVL). We extract the RTT values
used by QUIC congestion control algorithm. We instrument
the browser to get these values. Fig. 13 shows an enlarged view
of application and network layer event of a sample Q ENB
session. We show application layer events in terms of QUIC
errors and QUIC RTT. The network layer events are shown
in terms of bytes transferred over two protocols. We zoom
into from 6000 sec to 9500 sec for an IP: 172.217.138.105.
We observe that whenever the QUIC RTT was above 10000
ms, or there were sudden spikes in QUIC RTT values, the
QUIC errors such as QUIC TOO MANY RTOS (error code:
85), QUIC NETWORK IDLE TIMEOUT (error code: 25),
QUIC STREAM CANCELLED occurs. Recall that whenever
a QUIC-related error occurs the alternate job is marked as
broken and the main job is used to transfer the data ($IV).
The alternate job again tries to establish a connection after an
exponential amount of time.

We observe that whenever QUIC errors occur in the appli-
cation layer, with some lag the data transfer starts over TCP.
Further, the extent of connection racing varies with network
RTT. (1) If the RTT fluctuates significantly some of the QUIC
connections were successful using the exponential connection
retry attempt. In these cases, the extent of connection racing
would be lesser (low - medium). (2) If the RTT remains
continuously high, QUIC connection retry attempts might fail
more frequently (at 7539 sec in Fig. 13). This in turn increases
the exponential retry duration for QUIC establishment. Con-
sequently, it increases the extent of connection racing (high).
We validated the same hypothesis for 10 such use cases.

Hence, to summarize the extent of connection racing will
depend on whether the QUIC RTT is continuously high or
varying. If the RTT is varying, there will be fewer QUIC
retry connection establishment failures which will lead to low-
medium connection racing. Otherwise, if QUIC RTT is more
than a threshold δ ms, then there will be more QUIC connec-
tion establishment retry failures and lead to more connection
racing. In the sample examples, δ is 9000 − 10000. After
looking at such individual examples, we perform analysis on
an aggregate basis to investigate how the network impacts
connection racing instances.

C. Characterizing Connection Racing Across Networks

Fig. 14 shows the complementary CDF (CCDF) of connec-
tion racing (RQvs.Tv) at various network scenarios collected
across 2007 YouTube sessions over Q ENB browsers for both
semi-controlled and controlled experiments (161+ 1846). For
DH, there is minimal presence of TCP traffic for 80% of
the cases. This is expected as in high bandwidth, there are
fewer connection failures of QUIC. For DL, DVL and Real,
40% or more bytes are transferred over TCP for 20%, 40%

(a)
Figure 14: xtent of connection racing: Percentage bytes trans-
ferred over TCP across all YouTube over QUIC-Enabled
Browser (Q ENB) sessions for various network scenarios

and 70% times, respectively. Hence, we observed that Q ENB
browsers tend to involve in more connection switching events
at a low or variable bandwidth network. This observation is
also significant over the real network traces. Interestingly, the
relative amount of connection switching events correlate with
the number of cases where YouTube performance over Q ENB
browsers suffers more than the disabled ones. We have the
following takeaways.
Takeaway 2: Connection Racing is expected when the network
RTT is high or varying. Browsers can not distinguish between
a middlebox and poor network as both of them lead to QUIC
connection failure/suffering. Hence, browsers do connection
racing unnecessarily.
Takeaway 3: Connection racing interacts poorly with long-
lived video streaming applications due to frequent connection
switching between QUIC and TCP, particularly when the
network quality is not good. Further, there is a lag between the
connection switching events between QUIC and TCP during
their racing and the application QoE drop events.

IX. YOUTUBE OVER A PURE QUIC SESSION

We modify the Chromium source2 to manually disable the
connection racing procedure and enable data transmission over
a pure QUIC session. We have made this open-source, which
can be accessed from the following link – https://github.com/
sapna2504/Chromium-Modification-V2 (Accessed: February
26, 2024). We perform similar experiments under identical
network and traffic conditions over the original Chromium
browser and the modified one to understand whether a pure
QUIC session helps improve the application performance
under the scenarios when the application suffered over the
original Chromium browser.

A. Disable Connection Racing

We manually disable the connection racing option by
modifying the open-source Chromium browser version
103.0.5025.0 (Developer Build) (64-bit). We make the follow-
ing modifications to the connection racing implementation. (1)
We stop the frequent fluctuations of the Chromium browser
by delaying the main job by a significant value (30 sec). We
empirically observed that this time lag is sufficient for the
alternate job to bind with the request even in low band-
width conditions. (2) When an error occurs like handshake

2https://www.chromium.org/Home/ (Accessed: February 26, 2024)

https://github.com/sapna2504/Chromium-Modification-V2
https://github.com/sapna2504/Chromium-Modification-V2
https://www.chromium.org/Home/
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Figure 15: Dataset organization of YouTube over QUIC-
enabled modified browser (MB) and original browser (OB)

Figure 16: Results of Chromium browser; Number of bytes
transferred from a single IP: 180.149.59.14 over TCP and
QUIC over a QUIC-enabled modified browser (MB)

failure, high packet losses in QUIC, etc., the alternate job
is marked as broken and waits for the main job to succeed.
To stop this, we remove all the functions that can mark the
alternate job as broken. This prevents the calling of the
main job for sending HTTP data. (3) We marked QUIC to be
the only valid Alt-svc available so that HTTP2/SPDY cant
become an alternate job even when the server advertises
them as Alt-svc in the HTTP response header. (4) We set
retry_without_alt_svc_on_quic_errors flag to
be false so that alternate job would remain available even
in case of errors in QUIC connection. (5) If the alternate
job is still not able to make a successful connection before the
main job resumes and succeeds (which was delayed by 30
sec), we reset both the jobs and create the connection again
with the alternate job.
Dataset: Fig. 15 shows the dataset of 1004 steaming session
pairs, named as S2008, S2009, ...., S3011. Each pair con-
tains one session over YouTube with QUIC-enabled original
browser (OB) and QUIC-enabled modified browser (MB). The
total duration is ≃ 1453 hours (≃ 61 days), of which original
browser is 738 hours, and modified browser is 715 hours.

B. Results

Fig. 16 shows the negligible presence of TCP traffic except
only in the beginning, only used to investigate for QUIC
support. All the modifications we made restricted the browser
from using the main job. Hence, the browser allows QUIC
to utilize its true potential and stop unnecessary connection
racing. We then look at sample video sessions to observe how
the modified browser impacts application QoE compared to
the original case. Fig. 17(a, b, and c) shows the distribution
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Figure 17: Normalized (a) average bitrate, (b) average bi-
trate variation and (c) average stall distribution of 6 sample
streaming pairs for original vs modified Chromium browser (d)
Hypothesis testing on original vs modified Chromium browser

of QoE metrics i.e., average bitrate, average bitrate variation,
and average stall for 6 sample streaming pairs – S1 to S6. We
observe that the modified browser outperforms the original one
in all QoE metrics for all streaming pairs except for S3. This
is because we stop the frequent protocol switching and allow
streaming only over one protocol QUIC. Stopping frequent
protocol switching helps QUIC to utilize its true potential.

Fig. 17 shows the result of hypothesis testing on all 1004
streaming sessions. The null hypothesis was accepted for 12%,
33% and 8% cases for average bitrate, average bitrate variation
and average stall. For the rejected null hypothesis cases, we
observe that YouTube over QUIC-enabled modified browser
provides a better average bitrate compared to YouTube over
QUIC-enabled original browser for 67% cases. Further, it
experiences fewer stalls compared to QUIC-enabled original
browser for 61% times and average bitrate variation 37% times
when both modified and original QUIC-enabled browsers were
streamed under similar network conditions. This proves that
unnecessary connection racing in a poor network is one of the
primary reasons for poor application QoE for media streaming
over modern browsers that support QUIC.

X. INTELLIGENT CONNECTION RACING MECHANISM

We develop a dynamic solution to take a connection rac-
ing decision. Our solution is based upon our observations
in $VIII-B where we observed that connection racing is
highly correlated with the RTT. We perform experiments
under poor network and UDP rate limiting firewall over
the original Chromium browser and the modified one to
understand whether our solution helps improve the application
performance under the scenarios when the application suffered
over the original Chromium browser.

A. Dynamic-solution

At the browser side, we aim to distinguish between firewall
blocking/rate-limiting of QUIC packets vs a poor network
causing QUIC packet losses. The key idea in our solution is
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Figure 19: (a) QUIC and TCP RTT under poor network with 170 QUIC RTT samples and 140 TCP RTT samples and rate-
limit UDP:443 firewall with 171 QUIC RTT samples and 143 TCP RTT samples. (b) Poor Network: Hypothesis test result
for average bitrate, average bitrate variation and average stall of 38 sample streaming pairs for original vs modified browser
(c) Firewall: Hypothesis test result for average bitrate, average bitrate variation, and average stall of 38 sample streaming pairs
for original Browser vs modified Chromium browser

the following: we monitor the RTT of QUIC and TCP at the
browser. If comparable, indicates that the network is providing
the same treatment to both protocols and we should not allow
connection racing. On the other hand, if not comparable and if
QUIC’s RTT is higher than TCP’s that indicates the network is
not providing the same treatment to both, specifically QUIC is
facing additional challenges, hence we allow connection racing
in that case.

Fig. 18 (a) shows the design of our solution. We modify
the Chromium source3 to implement the dynamic solution.
We have made this also open-source, which can be ac-
cessed from the following link – https://github.com/sapna2504/
Chromium-Modification-V2 (Accessed: February 26, 2024).
We monitor the RTT of QUIC and TCP using NQE (Network
Quality Estimator) [29]. NQE transmits QUIC frames to obtain
QUIC RTT value and monitors the existing TCP sockets to
obtain TCP RTT. As the mechanisms used for getting RTTs
are not the same (active for QUIC and passive for TCP) and
not to the same server, such ping values are not comparable.
Therefore, we develop an active probing mechanism for both
TCP and QUIC. We perform such pinging once every 15 sec to
reduce overhead due to pinging in a poor network. Whenever
the QUIC connection is established the browser sends the very
first ping for a connection migration check. We utilize this
first ping to set further alarms (at every 15 sec) for future
pings. The QUIC RTT was computed by subtracting the packet

3https://www.chromium.org/Home/ (Accessed: February 26, 2024)

sent time from the received time (it provides accurate network
RTT estimation [7]). Similarly, we used the HTTP/2 pinging
mechanism for TCP that transmits TCP pings every 15 seconds
using HttpStreamFactory. We enable this HTTP/2 pinging
mechanism only for the sessions attached to the YouTube
server by checking a hostname. It allows to enable and disable
the alt-svc for any request. We disable alt-svc QUIC and
therefore all the pings are sent over TCP at regular intervals
of 15 sec. We also ensure that both TCP and QUIC pings are
sent to the same server. We, therefore first check the hostname
and if it is ”www.youtube.com” then we send the TCP ping
for that server. We set the server IP using the environment
variable ping addr. We use this environment variable in the
QUIC pinging mechanism before sending QUIC ping.

We compute the median of QUIC and TCP RTT values
for a sliding window of size 10. If the median values are
similar, we announce that the network is providing the same
treatment to both. Hence, we don’t allow connection racing.
We achieve the same by setting the environment variable
SHOULD-FALLBACK to false. Otherwise, if the median RTT
value of QUIC is X times higher than TCP, we announce
that QUIC is facing additional challenges. Hence, we allow
connection racing and we set the same environment variable
to true to allow the browser to behave like the original browser.
Note that X value depends on the rate limit applied on UDP.
Empirically in our case, we found that a value of X ≥ 3
works good. Note that such a comparison of pings is event-
driven, i.e., the moment the browser faces any stream error

https://github.com/sapna2504/Chromium-Modification-V2
https://github.com/sapna2504/Chromium-Modification-V2
https://www.chromium.org/Home/
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and/or timeout(s) we compare the RTT values. Till the point,
we don’t have enough RTT samples to make a decision, we
allow the browser to behave as it would have otherwise.

B. Dataset & Results

Dataset: We stream YouTube videos under a poor network
(DVL) and UDP rate-limiting firewall. Note that we have rate-
limited the UDP packets at port 443 with a rate of 64Kbps
using qdisc. For the poor network (DVL) case, the total
duration is ≃ 56 hours, of which the original browser is 28
hours, and the modified browser is also 28 hours. For firewall
the total duration is ≃ 22 hours, of which the original browser
is 11 hours, and the modified browser is also of same 11 hours.
Fig 18 shows the dataset of 76 video session pairs of poor
network and firewall, named S3012, S3013, S3014, ....S3087.

Comparison of RTT under poor network vs UDP rate-
limiting firewall Fig. 19(a) shows the RTT distribution of
QUIC and TCP under poor network and rate-limiting firewall.
We observe that QUIC and TCP RTT values are similar for
poor networks. However, the former’s RTT values are higher
than the latter for firewalls. We have used this key observation
for developing our solution.

Comparison of QoE Fig. 19(b) and (c) show the result
of hypothesis testing for poor network and UDP rate limited
firewall respectively. For poor network, the null hypothesis was
accepted for 16%, 54%, and 7.8% cases for average bitrate,
average bitrate variation, and average stall respectively. For the
rejected null hypothesis cases, YouTube over QUIC-enabled
modified browser provides a better average bitrate compared to
YouTube over QUIC-enabled original browser for 58%, lesser
average bitrate variation for 17% cases and lesser average
stall 71% of cases. Thus, our solution was able to detect the
reason for packet losses as the poor network and did not allow
connection racing, unlike the original browser. Hence, provides
better QoE. In the presence of a firewall, the null hypothesis
was accepted for 90%, 97%, and 97% cases for average bitrate,
average bitrate variation and average stall respectively. This
indicates that both OB and MB provide similar QoE in the
case of the firewall, as in this case our solution detected a
firewall by comparing the RTT and allowed connection racing
to happen like the original browser.

XI. DISCUSSION AND CONCLUSION

During an HTTP/3 session, we observed repeated protocol
switching due to connection racing, hurting the application
performance. This fluctuation between protocols is alarming
for the streaming session. Finally, our analysis over more than
5474 streaming hours of video data can provide a reliable
indication of the impact of connection racing on YouTube over
QUIC-enabled browsers’ performance from an application
perspective. As the application performance gets affected due
to the connection racing implementation on the browser, which
is independent of what application is run on top of it, we
believe that similar observations will be applicable for other
streaming media services as well if they support HTTP/3 on
top of the existing browser implementations. An interesting
observation is that the browser does not differentiate between

a failure caused by a middlebox and that due to network
congestion, which needs a thorough investigation to support
a stable performance of QUIC over the Internet. The sheer
variance in the real world makes it impossible to measure
precisely. Though we have tried to emulate the real world to
understand what happens underneath when an application like
YouTube streaming suffers over a QUIC-enabled browser, our
observations also have some limitations, as follows.
Connection racing might not be the only cause. Our
analysis indicates that connection racing is a prime reason
behind the poor performance of YouTube streaming over a
QUIC-enabled browser. However, there are instances where
QUIC-enabled sessions perform poorly even when there is no
protocol switching, such as in the case of a high bandwidth
network. Further, even when connection racing is manually
turned off after modifying the browser, still, for about 40%
instances, the original browser outperformed the modified
browser. Therefore, further research is required to determine
the other reasons that affect the QUIC performance.
Improving the performance of connection racing: Another
orthogonal solution could be to let the connecting racing
happen as it is but rather let the sender be aware of such
protocol switching. The sender would first detect when a
connection racing happens at the browser level and tunes
its parameters to tolerate the transfer of connections from
QUIC to TCP or vice versa. Likewise, whenever a protocol
switching occurs due to racing, the state of the protocol also
gets transferred. For example, suppose the protocol switches to
TCP during streaming over QUIC due to a middlebox or poor
network. During that time, TCP’s congestion state should not
start from the beginning; instead, whatever congestion state
QUIC had reached could be passed to TCP and vice versa
when the browser decides to return to QUIC. Through this
mechanism, even if protocol switching happens, the appli-
cation data transfer rate would remain intact as the sender’s
congestion state does not change.
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